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| Introduction

Law = helps answer the question “may I”

Ethics = helps answer the question “should I”

US DoD UK MoD NATO

Responsible  Human Lawfulness ;ﬂglﬁﬁgﬁﬁmegﬂgﬂﬁ o ey B
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Equitable Responsbility Responsibility and Accountability = i ......
Traceable Understanding  Explainability and traceability S M
Reliable Reliability Reliability
Governable Bias and harm Governability

mitigation

Bias mitigation Fjeld et al 2020, Principled Al: mapping co us in
ethical and rights-based approaches to pr. S BrE/ FENCE

4



I Opportunities

P % A
INSPECTOR-GENERAL
OF THE AUSTRALIAN DEFENCE FORCE

+

Operational: speed, accuracy, operation
areas

REPORT

INQUIRY

+

Economic: military spending, personnel

QUESTIONS OF UNLAWFUL CONDUCT
CONCERNING THE SPECIAL OPERATIONS TASK
GROUP IN AFGHANISTAN

Moral: less civcas, less risk for own troops

Part 3 - Operational, organisation and
cultural issues
oFFICIAL

+

Brereton Report, report on warcrimes by the ADF in Afghanistan
between 2005 and 2016

() pEFENCE



I Opportunities

No clear empirical data on efficiency of autonomous systems
In academic debates, divided:

“Unfair comparison with ideal fighters and ideal situations, rather than with regular
soldiers and other alternative means of warfare and methods of killing people”

(Arandjelovic 2023; Meerveld et al 2023, Riesen 2022; Young, 2022; Umbrello et al
2020; Macintosh 2020; Thurnher, 2012)

“Advantages overestimated and unfairly idealised image of the technology, ignoring
the fact that states and companies may deploy systems too quickly, thus posing major
risks” (Schwarz)
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I Problems

e Automation bias

e Bias

* Knowledge representation

* Responsibility

* Brittleness

* Problems with verification and validation
e Lack of transparency and predictability

* Meaningful human control

Al ethics problems (general)

* Principle of distinction

» Principle of proportionality Problems in the military (specific)
* Human dignity
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I Problems

Knowledge representation

Data vs. real world

Explain the Prediction

¥ .
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Predicted: Wolf Predicted: Husky Predicted: Husky Predicted: Wolf Predicted: Wolf
True: Wolf True: Husky True: Husky True: Wolf True: Wolf

Predicted: Wolf Predicted: Husky Predicted: Wolf Predicted: Wolf Predicted: Husky
True: Wolf True: Wolf True: Wolf True: Husky True: Husky




I Problems

Bias

Popular

Latest

In particular because of:

Two Drug Possession Arrests Two Petty Theft Arrests

A BERNARD PARKER WVERNON' BRISHA BORDEN
LOW RISK 3 HeHRsk 10 LOW RISK 3 HIGH RIsK 8
Fugett was rated low risk after being arrested with Borden was rated high risk for future crime after she

cocaine and marijuana. He was arrested three times on and a friend took a kid's bike and scooter that were
drug charges after that. sitting outside. She did not reoffend.

Machine Bias

There's software used across the country to predict future criminals. And it's biased
against blacks.

- Data they use (quantity, quality, origin) Al ot

- Design of the algorithms

- Way they are used

The Atlantic

AI-Driven Dermatology Could
Leave Dark-Skinned Patients Behind

Machinc learning has the potential to save thousands of people from
skin cancer cach year—while putting others at greater risk.

By Angela Lashbraok
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Women less likely to be shown ads for
high-paid jobs on Google, study shows

A d testing and analysis of company’s advertising system
reveals male job seekers are shown far more adverts for high-
paying executive jobs
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times to the male group ar y318t t jroup. Photogra y
Female job seekers are much less likely to be shown adverts on Google for
highly paid jobs than men, researchers have found.

The team of researchers from Carnegie Mellon built an automated testing rig
called AdFisher that pretended to be a series of male and female job seekers.
Their 17,370 fake profiles only visited jobseeker sites and were shown
600,000 adverts which the team tracked and analysed.
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I Problems

Brittleness

Systems vulnerability

Cup(16.48%) Bassinet(16.59%)
Soup Bowl(16.74%) Paper Towel(16.21%)

Hamster(35.79%)
Nipple(42.36%)

Teapot(24.99%)
Joystick(37.39%)

Fig. 2. One-pixel attacks on ImageNet dataset where the modified pixels are
highlighted with red circles. The original class labels are in black color while
the target class labels and their corresponding confidence are given below.
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R SREEEE e Graffiti (LISA-CNN)  (GTSRB-CNN)
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66.67% 100% 80%

Targeted-Attack Success 100% 73.33%

Eykholt, Evtimov, Fernandes et al 2018 “Robust physical-world

attacks on deep learning visual classification”
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I Problems

* Lack of transparency and predicability

Both by black-box systems for which it is not clear how the output orginiated, and by designers/users

= a INSIDER e EEED GLASSES

A Black man spent 10 days in jail after he was misidentified
by facial recognition, a new lawsuit says

Martin Coulter Dec 29, 2020, 11:55 AM N6

| absolutely enjoyed myself in this job

OCEAN RESULTS

original ® with glasses
Openness € &

Conscientiousness

Extraversion

Agreeableness

Neuroticism




I Problems

¢ Automation bias

Too much or too little trust in the system can have major consequences (hesitation has benefits!)
+ skills degradation




I Problems

* Responsibility

- Question of who is responsible in case something goes wrong

- Systems change how we act and  view ourselves as responsible agents
=» Risk of misplaced responsibility: moral diengagement with offloading of responsibility
=» Risk of humans feeling more responsible than they should (cf. moral injury)

Pedestrian struck
crossing street i s

endangerment in pedestrian death case
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By Rebekah Riess and Zoe Sottile, CNN
@ 2 minread - Published 2:27 PM EDT, Sat July 29, 2023
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