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Introduction

LAWS

AWS

AI for targeting

Military AI Quantum 
computing

Nanotechnology

Big data analytics

New advanced
materials

Hypersonic weapons systems 
and space technologies

Biotechnology

Robotics

Emerging disruptive technologies (EDTs)

AI
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Introduction

Law = helps answer the question “may I”

Ethics = helps answer the question “should I”

US DoD UK MoD NATO

Responsible Human 
centricity

Lawfulness

Equitable Responsbility Responsibility and Accountability

Traceable Understanding Explainability and traceability

Reliable Reliability Reliability

Governable Bias and harm
mitigation

Governability

Bias mitigation Fjeld et al 2020, Principled AI: mapping consensus in 
ethical and rights-based approaches to principles for AI
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Opportunities

Operational: speed, accuracy, operation
areas

Moral: less civcas, less risk for own troops

Brereton Report, report on warcrimes by the ADF in Afghanistan 
between 2005 and 2016

Economic: military spending, personnel
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Opportunities

No clear empirical data on efficiency of autonomous systems

In academic debates, divided:

“Unfair comparison with ideal fighters and ideal situations, rather than with regular
soldiers and other alternative means of warfare and methods of killing people” 
(Arandjelovic 2023; Meerveld et al 2023; Riesen 2022; Young, 2022; Umbrello et al 
2020; Macintosh 2020; Thurnher, 2012)

“Advantages overestimated and unfairly idealised image of the technology, ignoring
the fact that states and companies may deploy systems too quickly, thus posing major 
risks” (Schwarz)
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Problems

• Automation bias
• Bias
• Knowledge representation
• Responsibility
• Brittleness
• Problems with verification and validation
• Lack of transparency and predictability
• Meaningful human control

• Principle of distinction
• Principle of proportionality
• Human dignity

AI ethics problems (general)

Problems in the military (specific)
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Problems

• Knowledge representation

Data vs. real world
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Problems

• Bias

In particular because of: 

- Data they use (quantity, quality, origin)

- Design of the algorithms

- Way they are used
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Problems

• Brittleness

Systems vulnerability

Eykholt, Evtimov, Fernandes et al 2018 “Robust physical-world
attacks on deep learning visual classification”
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Problems

• Lack of transparency and predicability

Both by black-box systems for which it is not clear how the output orginiated, and by designers/users
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Problems

• Automation bias

Too much or too little trust in the system can have major consequences (hesitation has benefits!)
+ skills degradation
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Problems

• Responsibility

- Question of who is responsible in case something goes wrong
- Systems change how we act and view ourselves as responsible agents

➔ Risk of misplaced responsibility: moral diengagement with offloading of responsibility

➔ Risk of humans feeling more responsible than they should (cf. moral injury) 
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Thank you

Ann-katrien.oimann@mil.be
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