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The safeguards of the 1949 Geneva Conventions
In the face of military use of Al
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Outline

SOTA: domains, systems in use
Regulation: current state, initiatives, prospects

Tension with Al and the GC? :
cdiscrimination, proportionality, dighity
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SOTA
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Training

E.g. virtual simulations, fracking learning process,...

Diffusion of explosives

Targeting

Selection and engagement of military targets

Logistics
E.o. Recommendations routes and modes of

fransportation, organization of personnel rotation,

predictive maintenance

Mission planning

Command and control; information management

E.g. weapon selection recommendations based on
farget and environmental data within a given area
of operation, suggestions actions based on CDE
and weapon capability, pattern recognition, sensor

data analysis
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The Very
Long Game

25 Case Studies on the
Global State of Defense Al

Table 9 International defense Al fielding use cases

Use case USA CAN |GBR SWE FIN EST DNK DEU

Air/missile . .
defense

Alr traffic

management

Battle/combat

management

Border security
Close-in weapon
systems
Command and
control

Common
operational
picture
Cyber/CNO

Data analytics
and data
management
Decision and
planning support
Fire support (e.g.,
artillery)

Force protection

Human
performance
modification
Intelligence,
surveillance,
reconnaissance
Influence/
information
operations
IOD/MCM/mine
clearance/UXO
Loitering
munition
Manned-
unmanned
teaming
Medical services
Mission planning
Modelling,
simulation, red
teaming,
Wargaming
Precision effects
Predictive
maintenance,
logistics. MRO
Swaming
Training (incl.
Simulation-based
training)

Target detection,
classification,
identification
Uncrewed
systems
Uncrewed
systems: Counter
solutions

NLD | FRA | ESP ITA | GRE TUR |RUS | UKR ISR |IRN | IND CHN JPN KOR TWN |SGP AUS
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MAVEN SMART SYSTEEM
Fed new data inputs from the real world,
S == Maven’s Al algorithms quickly identify points
‘ of interest, which operators can verify or

reject.

A
‘% | ; On the Maven Smart System interface, which
' | brings together multiple data feeds,
' commanders can view the whole battlefield at
< ] - a glance. For example, yellow-outlined boxes
show potential targets and blue-outlined
- ‘ - boxes indicate friendly forces or no-strike
k 4 zones, like schools or hospitals.

Then officers assess the models to make
ol 17 decisions around potential actions, including
: weapons fire.

llustration by Chris Philpot

‘The machine did it coldly’: Israel used
Al to identify 37,000 Hamas targets

Israeli intelligence sources reveal use of ‘Lavender’ system
in Gaza war and claim permission given to kill civilians in
pursuit of low-ranking militants



https://www.bloomberg.com/features/2024-ai-warfare-project-maven/
https://www.972mag.com/lavender-ai-israeli-army-gaza/
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Putin says the nation that leads in Al ‘will

be the ruler of the world’ / The Russian
president warned that artificial intelligence offers
‘colossal opportunities’ as well as dangers

By James Vincent, a senior reporter who has covered Al, robotics, and more for eight years at The
\erge.

Sep 4, 2017 at 10:53 AM GMT+2

§ @ 0 Comments (O New)

Table 2 Three strategic drivers of defense Al

Fear of missing
out (FOMO) Al as a capability multiplier Threat-based thinking

DNK, FRA, AUS, CAN, DEU, DNK, ESP, EST, FIN, FRA, |CHN, GRE, IND, IRN,
GRE, ITA, GBR, GRE, IRN, ISR, ITA, JPN, KOR, NLD, ISR, JPN, KOR, RUS,
TWN RUS, SGP, SWE, TUR, TWN, USA TWN, UKR, USA

Country Code: AUS Australia, CAN Canada, CHN China, DEU Germany, DNK Denmark, ESP
Spain, EST Estonia, FIN Finland, FRA France, GBR United Kingdom, GRE Greece, IND India,
IRN Iran, ISR Israel, ITA Italy, JPN Japan, KOR South Korea, NLD The Netherlands, RUS Russia,
SGP Singapore, SWE Sweden, TUR Turkey, TWN Taiwan, UKR Ukraine, USA United States
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Regulation
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KILLER ROBOTS
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Tensions between Al and I1HL?

X  Principle of distinction

Existing problems in military exacerbated
>< Principle of proportionality due to technology?

X  Human dignity
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Tensions between Al and I1HL?

>< Distinction

However, war can yield adverse outcomes for civilions and hors de combat:

Accident
(harm unintended and

unforeseen)

Unintended

but foreseen

Adherence to the principle of dist is
crucial for accurately categorising
these situations, as it directly affects

the determination of culpability

Intentional harmful outcomes:
(indiscriminate attacks, means or
method of war that cannot be
directed)
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Tensions between Al and I1HL?

X Distinction

— Challenge = how 1o train systems to be as effective/more effective than humans in making situational judgements

regarding an individual's liability to be targeted? l

'Intent’ to decide legitimate target dependent on ‘proxy features’, but currently no fixed list for these proxies
(1.e. correlates with: location, age, communication with suspicious persons, carrying a weapon but based on context,

Intelligence, experience humans in the field)

(1) Establishing such a list to create parameters for a rule-based model

(2) ML-based system: dealing with uncertaity of which proxies the model considers based on training dataset
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Tensions between Al and I1HL?

X Distinction

.. No one currently advocates for autonomous systems to
iIndependently make distinctions in scenarios involving humans,

at best Al-DS as tools to assist humans in their assessment

? unclear whether relying on these systems for advice could satisfy
legal requirements (Holland 2024)
? autonomous attacks against clearly identifiable military

objects/means of war by nature such as tanks, missiles
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Tensions between Al and IHL?

X  Proportionality

— Challenge = how to design system capable of re-assessing situations in real-time at tactical level (i.e. integrating

active learning capabilities where models can continue to update after deployment)

i

Currently decided case-by-case and on subjective judgement and states and military lawyers have so far refused
quantifying the value of civilian lives in relation to military advantage, the boundary between extensive and excessive

harm remains Imprecise

? Does context-dependence require human determination?
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Tensions between Al and IHL?

X  Human dignity (= deontological)

Underpins IHL, ethical imperatives permit only humans to

decide over life and death of other humans

-Delegating life-and-death decisions to Al systems Is
dehumanising as it turns humans into data points, variables in a
computational equation

-Lack of respect towards humans (civilians and combatants),

fundamental asymmetry between humans and machines

? Fundamental difference with other modern weapons systems?

(e.g. remote conftrolled drones, precision-guided missiles etc)


https://pitch.com/?utm_medium=product-presentation&utm_source=pdf_export&utm_campaign=bottom_bar_cta&utm_content=8680e9ae-f6b3-4c8b-9b28-947148359886&utm_term=PDF-PPTX-lastslide



https://pitch.com/?utm_medium=product-presentation&utm_source=pdf_export&utm_campaign=bottom_bar_cta&utm_content=8680e9ae-f6b3-4c8b-9b28-947148359886&utm_term=PDF-PPTX-lastslide

