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War ?  

ÁVom Krieg - Carl Von Clausewitz 19th C 

ÁWar is the continuation of  Politik  
by other means => Imposing your will to opponent  

ÁAntoine-Henri Jomini  => Occupy his territory  
 

ÁArt of War - Sun Tzu (500 BC) 

ÁFind weak points 

ÁBe first to occupy terrain 

ÁUse deception & keep secrecy 

ÁUse spies 
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Goal of my presentation  

ÁGeneral trends in our society 
 

ÁAnalysis of ñordinaryò cybercrime 

ÁTools and techniques / infrastructure  
 

ÁCan these be the ñother meansò ? 
 

ÁDo they allow to engage in war 
according Sun Tzuôs art of war ? 
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General trends today  

ÁEvolution towards e-society  

Á replace persons by e-applications 

Á Interconnecting all systems (admin, industrial, control)  

ÁMobile systems ï Cloud 

ÁSocial networks => new  
 

Á IP  is common platform offered by many ISPs   
integrating telephony / data / VPN & all new apps  
=opportunities / Achilles tendon / scattered traces  

 

ÁPoor security in legacy  applications and protocols 
(userid+pw)=> identity fraud is easy  

 

ÁEnduser  is not yet educated to act properly  



First conclusions ?  

ÁSociety is thus very heavily depending on ICT 

Á ICT = important vulnerability of modern society 

ÁEnd user = weakest link => biggest danger  
 

ÁNeed to   

ÁGuarantee continuity of ICT functioning  

ÁAvailability and integrity of data  
 

ÁData is more and more in the cloud  

ÁAccessible from all over the world 

ÁOutside jurisdiction of your country  
 

 
 



Cybercrime today  
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What do criminals want ?  

ÁBecome rich / powerfull  
rapidly, easily, very big ROI  
in an illegal way if needed 
 
 
ÁDestabilaze (e -)society  

by causing troubles 
 

 



Cybercrime against citizens  

ÁCreation of false internet profiles  

ÁHacking  / abuse of internet accounts  
 

ÁPayment card fraud (credit/debit/fuel)  

ÁShouldersurfing / skimming / hacking DB 
 

ÁeBanking  fraud 
 

ÁExtortion  with data / pictures / videos  
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Cybercrime against 
organizations  

ÁDefacement  of websites 

ÁHacking  of internet servers & extortion  

ÁDivulging of confidential/personal data  
 

ÁLong duration state/economical espionage  
 

ÁBring down of websites / internet nodes  

ÁAbuse of process control systems SCADA 
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Threats against infrastructure  

ÁePaymentsystems  

Á2010 Wikileaks case : ñAnonymousò 
attack on VISA, Paypal, Mastercard,... 

 

ÁDNS ï system (hinders routing)  

ÁCertification  authorities (Diginotar)  

ÁDatacenters  (blocks all servers in it) 
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Risks of cybercrime  

ÁEconomical disaster 

ÁLarge scale : critical infrastructure 

ÁSmall scale : enterprise 
 

ÁIndividual & corporate (secret) data  
 

ÁLoss of trust in e-society 
 

ÁPreparing infrastructure for cyberwar ? 
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How to combat  
cyber criminals ?  

Analyse their methods and tools 

© Luc Beirens - Belgian Federal Computer Crime Unit 



Cyber criminalôs toolbox 

ÁMALWARE  => trojan horses  

Ádistribution via mail, p2p, social networks, websites  

Áauto -update  & auto -propagation in network 

Ávery high rate of new versions 
 

 

Áremote control of infected systems  
=> BOTNETS 

 

 

 

Ácreation of knowledge databases  

Ácollected & keylogged info of infected pc 
 

Ákeyservers in safe haven  countries 
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Webserver / node  

 

Internet 

Command &  
Control Server  

Hacker  

Access line 
blocked  

Computer  
   Crash  

Botnet attack on a webserver / node  

My IP is x.y.z.z 

Info  

Cmd 
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Interesting DDOS   

Á2004 UK : gambling website down (+ hoster + ISP)  

Á2005 Netherlands : 2 botnets : millions of zombies  

Á2005 Belgium : Commercial firm during social conflict 

Á2006 Sweden : Gov websites after police raid on P2P 

Á2007 Estonia  : political inspired widespread DDOS attack 

Á2008 Georgia : cyber war during military conflict  

Á2010 Worldwide : Wikileaks cyberconflict 

Á2011 ï 2012 : Anonymous attacks on Gov sites 
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What are botnets used for ?  
Getting data & making money !  

ÁSometimes still for fun  (scriptkiddies) 

 

ÁSpam  distribution via Zombie 

ÁClick generation  on banner publicity 

ÁDialer  installation on zombie to make premium rate calls 

ÁSpyware / malware  / ransomware installation  
 

ÁEspionage  : banking  details / passwords / keylogging 

ÁTransactions  via zombie PC 
 

ÁCapacity for distributed denial of service attacks DDOS 
=> disturb functioning of internet device (server/router)  
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Webserver / node  

 

Internet 

Command &  
Control Server  

Hacker  

Malware update / knowledge transfer  

Knowledge server  

Malware update server  

MW update 

Very frequent MW  
update request 

trigger 
event 
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Internet 

Hacker  

Company  
network 

Large firm hacking  
using internal botnet  


